Ne A2 £0. 2orE.,

1o obecneveHuIo 6e30MaCHOCTH SKCIUIYATALMH CPEICTB KPHITOrpaduuecKoi
3amuThl HHGopmauun (CK3U) B MynuuunaabHom 0101:KeTHOM
obmeobpasoBaTebHOM yupexkaenun BanyeBckas cpeaHsisi mkosia

1. O6mue noJoxKeHusl
.

1.1. Hacrositass MHCTpyKUMst ornpepesisier MOPsSAOK ydeTa, XpaHeHUs H
MCIIOJIB30BaHMsl CpeAcTB Kpunrorpaduueckoi 3ammtel uHdopmauuu (CK3U) u
Kpunrorpadu4yeckux KiIO4ed, a Takke TOPSAOK HM3rOTOBIIEHUS, CMEHbI,
YHUYTOXXEHMSI M KOMIIPOMETAlUH KpUNTorpaduyeckux KIo4Yed B Lesx
obecrnieueHuss 0e30MacHOCTH JKCIUTyaTauMd B MyYHULMIATBHOM OHOKETHOM
obueoOpa3zoBarebHOM yupekJeHud BanyeBckas cpeaHsis wikona (nazee —
[lIkona).

1.2. Ilonb3oBarens MAOKEH BBINOJHATL Bce TpeOOBaHMUsS HaACTOsIIEH
WucTpykuuu, npaBuia, M3J0XKeHHbIe B IKCITYyaTALMOHHOH JOKYMEHTAlMU Ha

CK3H, a Taxxe apyrue JOKYMEHTBI, perilaMeHTHpYIOIIMe MOPSI0K paboThl C
CK31.

2. Oo6sizannocTu Moaw3oBarens

2.1. Ilonb3oBarens o06s3an cobmonars TpeboBaHUs 10 obecriedeHHIO
6e3onacHoctu hyHkuunonuposanns CK3U.

2.2. Tlonp3oBatens 00s3aH obecneynTb KOH(UASCHUMAIBHOCTh  BCel
WHQOpPMALIMM  OTPAaHUYEHHOIO  pacHpOCTpaHeHWs, JOCTYIIHOH 1O  poay
BBITOJIHSIEMBIX (YHKLIMOHAIBHBIX 0053aHHOCTEH.

2.3. Ilonb3oBarens 00s13aH c1aTh HOCUTENH KIIIOYEBOM HHGOpMaLUK (Hanee
— HKW) npu yBONbHEHHWH WIM OTCTPAHEHHH OT HCMOJHEHUs O0S3aHHOCTEH,
CBA3aHHBIX ¢ ucnosas3oBanuem CK3WM, orBercrBeHHOMY 3a 00paboOTKy
NEPCOHANIBHBIX JaHHBIX.

2.4. Tlonb3oBaTenb 00s3aH caaTh HOCUTEIN KIIOYeBOH HHpOpMaluu (nanee
— HKH) no okoHuaHWU cpoka AeHcTBUs cepTU(dUKATa KIHO4a, a TakKe B ciaydae
KOMIIPOMEeTalMHU KITHoYa.

2.5. Tlonb3oBatenb 00s3aH HeMeJIEHHO yBeAoMJIATb OTBETCTBEHHOI'O 3a
00paboTKy MNEepCOHANBHBIX MaHHBIX O KOMIIPOMETalMK KpUNTOrpapuuecKux
KJIIOYEeH.

2.6. Ilonb3oBarens 00s13aH HeMeJIEHHO yBeaoMIATb OTBETCTBEHHOro 3a
00paboTKy nepcoHalbHBIX AaHHBIX O (akrax yrparbl unu Hemoctayun CK3U,

HKH.
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3. IopsA0K 0GpAIEHHs! O CPeACTBAMH KPHNTOrpaduyeckoil 3anThb
uHpopmaunu

3.1. Moutaxxk u  ycranoBka CK3M  ocyumecTBiasioTcss  TOJIBKO
YIOJIHOMOYEHHBIM JIMIOM, /10O opraHu3auuei, wuMeroled HeoOXonUMBble
JIMLICH3HH.

3.2. Bece CK3U u HKH nomxHbl yunThIBaTHECS B XKYpHAJe.

3.3. CnyxeOnble nomeleHusi, B KOTopbix pasmeratrorcss CK3U, nomxHbI
000py10BaThCsl OXPaHHON CHIHATW3ALKEH, M0 yObITHH COTPYIHUKOB 3aKpbIBATHCS
¥ CAAaBATHCS MO OXPaHy.

3.4, lna XxpaHeHUs HOCHUTeJeH K/II0ueBOH HWHGPOpPMALMU TMOMELIEHHs
obecneunBaloTcs ceiipaMu (MeTaNIMYECKUMU 1IKadaMu). ’

3.5. HecaHKLMOHUPOBAHHOE M3rOTOBJIEHHE NyONMKaTOB KJIO4en
3AITPELIEHO. B cnyuae yrepu kimoda MexaHM3M (cekpeT) 3aMka (iubo cam
ceitd) nomkeH ObITH 3aMEHEH.

3.6. K skcninyataunu CK3UW nponyckaioTcss nuua, M3y4dMBLIME [TpaBUiia
noJib3oBanus gaHHbiM CK3U.

3.7. Bce mnporpammHoe obOecneyenue I[IDBM, npennasnaueHHod s
ycraHoBkd CK3M, nomkHO WMeTb COOTBETCTBYIOLIME JIMLEH3UU. YCTAaHOBKA
CpeACTB pa3padOTKHU U OTJIAKKU NPOrpamMm Ha pabodyro CTaHLHUIO, HCIOb3YIOLLYIO
CK3MU, e nomyckaercs.

4. [lopsinok obpawmenus ¢ kaouyamu LI

4.1. Kpuntorpaduieckuil K04y NpUMeHsieTcsl sl MOANUCaHUs (IIPOBEPKH
3EKTPOHHON UU(POBOH MOANUCH) 3IEKTPOHHBIX AOKYMEHTOB A0 OKOHYAHMS
CpoKa €ro JAeHCTBUS WM  HACTYIJIEeHUs COOBITHS,, TpPaKTyeMoro Kak
KOMITPOMETAaLMsl KpUNTOrpahuueckux Kiiroue.

4.2. Usrortosnenne u Bblgada kiaroued OLIT ocywectsasercs Toabko
Y 10cTOBEpSAIOLIUM LIEHTPOM.

4.3. BeipaboTaHHble 3aKpbiThie (KOH(MIEHIMANbHbBIE) KpUNITOrpapuyecKue
KJTFOYM XPAHSTCS UCKIIOUYUTEIBHO B 3JIEKTPOHHOM BHJe Ha LU(POBBIX HOCHTENSAX
uHopmauuu, koTopsle nonyyator craryc HKH.

4.4. HKU sBnstorcs oObekraMu 0COOOW Ba)KHOCTH, T.K. OHM COAepxkat
UHQOpMALMIO, TNpeJHa3HAYEHHYK Ul TapaHTUPOBAaHHOW MIEHTH(QUKALMU
Brajenblia KJlo4Ya, 3allUThl 3JEKTPOHHOrO JOKyMEHTa OT TMOANENKH H
obecrieyeHus: KOH(PUAEHLHAIbHOCTH J1OKYMEHTA.

4.5. Bnagenbupl KIOYEH HECyT NEPCOHAIBHYIO OTBETCTBEHHOCTh 3a
obecrievyeHue KoHbUAeHUMAIBHOCTH KintoueBoi uH(opmauuu u 3amuty HKU ot
HECAHKIIMOHMPOBAHHOT'O UCI0JIb30BAHUSI.

4.6. Ins xpaHenuss Hocutene# kimoueBoid uHpopmauuu [lonap3oBarens
A0JKeH ObITh 00ecnedeH TUUHbIM ceioM.
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L
5. 3anpemaertcsi

5.1. OcyluecTBasiTh HECAaHKLMOHUpPOBaHHOEe U Oe3 yu€THOoe KOMMpPOBaHHE
KJTFOYEBBIX JaHHBIX.

5.2. Xpauutb HKW BHe celigoB u mnoMelleHHUH, TrapaHTUPYIOLUX HX
COXPAHHOCTb U KOH(HIeHUIMAIBHOCTb.

5.3. TlepenaBate HKH TpeTbum nuuam.

5.4. Bo Bpems paGotbl ocraBnath HKM 0e3 nmpucmotpa (Hampumep, Ha
pabouem cTosie UM B pazbeme cucteMHoro 6noka [19BM).

5.5. Xpanuts Ha HKU kakyto-1160 HHPOpMaLIMIO, KPOME KITFOUYEBOH.
5.6. Wcnonb3oBaHue BHIBEAEHHBIX W3 JEHCTBMSI KpUOTOrpapuuecKux
KJTFOYEH. ’

6. /leiicTBHSI NPH KOMNPOMETALHH 1eiCTBYIOLUHX KJI04eil H BOCCTAHOBJICHHH
KOH(HAEHUHATBHON CBSA3H

6.1. [lon kommpomerauuei KpunrTorpaUueckoro Kio4ya [OHHMAeTCs
yTparta J0BepHsi K TOMY, YTO JaHHBIH Kao4 oOecrneyuBaeT OJHO3HAYHYIO
uaeHTHGuKkaunio  Bnagensua M KOHQUAEHUMANBHOCTb  MH(OpPMALIMH,
obpabartbiBaemoii ¢ ero nomoueto. K coObITHsIM, CBA3aHHBIM C KOMIIpOMETaLUeH
NEeUCTBYIOLIMX KpUNTOrpauuecKux Kitouei, OTHOCSATCS:

— Yr1para (xuwmenue) HKWM, B TOoM 4ucine — ¢ nociegyromuMm HX
oOHapyKeHHeM;

— VBonbHeHHe (repeHa3zHaueHue) COTPYJIHMKOB, MMEBLIMX JOCTYI K
KJIH04eBOH. MH(GOpMaLIKH;

— Ilepenaya 3akpbIThiX (KOH(pUASHIMATBHBIX) KIIFOUEH 110 JMHUKU CBS3U
B OTKPBITOM BUJIE;

— Hapyiuenune npaBun xpaHeHust KpunrorpapuyecKux Kio4ei;

— Bekpoitie ¢akToB yTeuku mnepenaBaemMod uHbopMauuu UM eé
MUCKaXkeHUs (MOAMEHBI, TTOJIENKH );

— OrpuuarenbHbIH pe3ynbTar npu nposepke HajgoxenHon DLIT;

— HecankuuonupoBanHoe uinu 6e3 y4y€THOe KOMUPOBaHUE KIIOYEBOM
MH(pOpMaLIUK;

— Bce ciyuan, korja Henb3st JOCTOBEPHO YCTAHOBUTD, YTO MPOU30LLIIO C
HKH (B ToM uucie cinydau, Korga KAlOYEBOW HOCHUTENb BbILIEN W3 CTPOsl H
JI0Ka3aTelbHO He OMPOBEPrHYTa BEPOSTHOCTH TOTO, YTO AaHHBIN (akT mpousoiesn
B pe3yJIbTaTe 3JI0YMBILIEHHBIX AeHCTBHI).

6.2. [lpu HactynneHun moOOOro M3 MNEPEUYUCIICHHBIX BbIlIe COOBITUH
Branenen kitoya 10/KeH HeMeUIEHHO MPeKpaTUTh CBSI3b C APYTUMMHU aDOHEHTaMH
M cooduwmTh 0 (akre KOMMNpoMeTalMu (MJIM mnpeanosaraeMoM (akre
KOMIIpOMeTalUMK) B YIOCTOBEPSIOUIMH LEHTP, IMPOU3BOAMBIINI TIeHEpaLHIo
kiroueit DL,

6.3. Tlpu noareepxaeHun (axra KOMIPOMETALHHM JEHCTBYIOLIMX KIIOYeH
[Tonb3oBarens o00s3aH  obecrieudTh HeMeMJIEHHOE U3bsTHE U3 O00pallleHuUs
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CKOMIPOMETHPOBAHHBIX KPUIITOrpaQyuyecKuX KItodeH.

6.4. s BOCCTAHOBJIEHUS KOH(MAECHLHAIBHON CBSI3H nocie
KoMrnpoMerauud  AedcTByrommx — kmowed  [lonp3oBarens  momyuaer B
Y nocroBepsitoleM LeHTpe HoBble Kitouu DL

7. OrBercrBennocts [oab3oBarensn

7.1. Bnageneu kigroya HeceT MEPCOHAbHYIO OTBETCTBEHHOCTh 34
KOH(PUIEHIIMATBLHOCTD JIMYHBIX KJIOUEBBIX HOCUTEJIEH.

7.2. B cayyae HEHCNOJHEHHUS WM  HEHAJJIeXkKalllero  BBINIOJIHEHHUS
tpeboBanui Hacrosmeit Mucrpykuuu [lons3oBaTens HECET OTBETCTBEHHOCTH B
COOTBETCTBHH C JEHCTBYIOIMM 3akoHoaaTeabcTBOM PocceuiickOit Penepannu.
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